A New Efficient Threshold Ring Signature Scheme based on
Coding Theory

Abstract. Ring signatures were introduced by Rivest, Shamir and Tauman in 2001. Bresson, Stern
and Szydlo extended the ring signature concept to t-out-of-N threshold ring signatures in 2002. We
present in this paper a generalization of Stern’s code based authentication (and signature) scheme to
the case of t-out-of-N threshold ring signature. The size of our signature is in O(N) and does not
depend on t. Our protocol is anonymous and secure in the random oracle model, it has a very short
public key and has a complexity in O(N). This protocol is the first efficient code-based ring signature
scheme and the first code-based threshold ring signature scheme. Moreover it has a better complexity
than number-theory based schemes which have a complexity in O(Nt).
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1 Introduction

In 1978, McEliece published a work where he proposed to use the theory of error correcting
codes for confidentiality purposes. More precisely, he designed an asymmetric encryption algorithm
whose principle may be sum up as follows: Alice applies a secret encoding mecanisms to a message
and add to it a large number of errors, that can only be corrected by Bob who has information about
the secret encoding mechanisms. The zero-knowledge authentication scheme proposed by Stern in
[24] is based on a well-known error-correcting codes problem usually referred as the Syndrome
Decoding Problem (SD in short). It is therefore considered as a good alternative to the numerous
authentication schemes whose security relies on number theory problems, like the factorization and
the discrete logarithm problems.

The concept of ring signature was introduced by Rivest, Shamir and Tauman [20] (called RST
in the following). A ring signature is considered to be a simplified group signature without group
managers. Ring signatures are related, but incomparable, to the notion of group signatures in [8].
On one hand, group signatures have the additional feature that the anonymity of a signer can
be revoked (i.e. the signer can be traced) by a designated group manager, on the other hand,
ring signatures allow greater flexibility: no centralized group manager or coordination among the
various users is required (indeed, users may be unaware of each other at the time they generate their
public keys). The original motivation was to allow secrets to be leaked anonymously. For example, a
high-ranking government official can sign information with respect to the ring of all similarly high-
ranking officials, the information can then be verified as coming from someone reputable without
exposing the actual signer.

Bresson et al. [5] extended the ring signature scheme into a threshold ring signature scheme
using the concept of partitioning and combining functions. Assume that ¢ users want to leak some
secret information, so that any verifier will be convinced that ¢ users among a select group held for
its validity. Simply constructing ¢ ring signatures clearly does not prove that the message has been
signed by different signers. A threshold ring signature scheme effectively proves that a minimum
number of users of a certain group must have actually collaborated to produce the signature, while
hiding the precise membership of the subgroup (for example the ring of public keys of all members
of the President’s Cabinet).



Contribution In this paper, we present a generalization of Stern’s authentication and signature
scheme [24] for ring and threshold ring signature schemes. Our scheme’s performance does not
depend on the number ¢ of signers in the ring, the overall complexity and length of signatures only
depend linearly in the maximum number of signers N. Our protocol also guarantees computational
anonymity in the random oracle model. Besides these features and its efficiency, our protocol is also
the first non generic coding theory based ring signature (and threshold ring signature) protocol and
may constitute an interesting alternative to number theory based protocols. Overall our protocol
has a very short public key size, a signature length linear in N and the best known complexity
in O(N) when other number theory based threshold ring signature schemes have a complexity in
O(Nt).

Organization of the paper The rest of this paper is organized as follows. In Section 2, we
give a state of the art of ring signature and threshold ring signature. In Section 3, we describe
Stern’s authentication and signature scheme and give some backround and notation. In Section
4, we present our new generalization of Stern’s scheme in a threshold ring signature context. In
Section 5, we study the security of the proposed scheme. In Section 6 we consider a variation of
the protocol with double circulant matrices. In Section 7 we discuss the signature cost and length.
Finally, we conclude in Section 8.

2 Overview of Ring Signatures

2.1 Ring signature

Following the formalization about ring signatures proposed in [20], we explain in this section
the basic definitions and the properties eligible to ring signature schemes. One assumes that each
user has received (via a PKI or a certificate) a public key py,, for which the corresponding secret
key is denoted sg,. A regular ring signature scheme consists of the following triple (Key-Gen, Sign
and Verify):

— Key-Gen is a probabilistic polynomial algorithm that takes a security parameter(s) and returns
the system, private, and public parameters.

— Sign is a probabilistic polynomial algorithm that takes system parameters, a private parameter,
a list of public keys py, ,,pk, of the ring, and a message M. The output of this algorithm is a
ring signature o for the message M.

— Verify is a deterministic algorithm that takes as input a message M, a ring signature o, and
the public keys of all the members of the corresponding ring, then outputs True if the ring
signature is valid, or False otherwise.

Most of the existing ring signature schemes have a signature length linear in N, the size of the
ring. Many schemes have been proposed, one can cite the work of Bendery,Katzyz and Morselli
in [2] where they present three ring signature schemes which are provably secure in the standard
model. Recently, Shacham and Waters [22] proposed a ring signature where for N members the
signature consists of 2N + 2 group elements and requires 2N + 3 pairings to verify.

A breathrough on the size of ring signature was obtained in [10] in which the authors proposed
the first (and unique up to now) constant-size scheme based on accumulator functions and the Fiat-
Shamir zero-knowledge identification scheme. However, the signature derived from the Fiat-Shamir
scheme has a size of at least 160 kbits. Another construction proposed by Chandran, Groth and
Sahai ([7]) has a size in O(vV/N).



Recently in [32], Zheng, Li and Chen presented a code-based ring signature scheme with a
signature length of 144 4+ 126N bits, but this scheme is based on the signature of [9] which remains
very slow in comparison with other schemes.

Eventually a generalization of ring signature schemes in mesh signatures was proposed by Boyen
in [4].

2.2 Threshold ring signature

In [5], Bresson, Stern and Szydlo introduced the notion of threshold ring signature. We explain
in this section the basic definitions and the properties of threshold ring signature schemes.

One assumes that each user has created or received a secret key sj, and that a corresponding
public key py, is availabe to everyone.

Let Ay,...,Ax be the N potential signers of the ring with their p,,,px, public keys. Then ¢
of the N members form a group of signers, one of them, L, is the leader on the ¢t-subgroup.

- Setup : initializes the state of the system. On input a security parameter 1!, create a public
database py, ,, pr, . choose a leader L of the group and generate the system’s parameters;

- Make-GPK : the Group Public Key construction algorithm;

- Commitment-Challenge-Answer : an electronic way to temporarily hide a sequence of bits that
cannot be changed;

- Verification : takes as input the answers of the challenges and verifies the honestly of the
computation, and returns a boolean.

In [5], the size of the signature grows with the number of users N and the number of signers t.
More precisely, the size of such t-out-of-N signature is : 29" [log, N x (tl + N1) computations in
the easy direction where [ is the security parameter.

Later, Liu et al. [15] proposed another threshold ring signature based on Shamir’s secret sharing
scheme. Their scheme is separable, with a signature length linear in N but a complexity in O(N?)
for t &= N/2 (the cost of secret sharing scheme). The Mesh signature of [4] can also be used in
that case: the signature length is also linear in N but the verification is in Nt bilinear pairings
verifications.

A variation for ring signature was introduced in [26], where the author introduced the notion
of linkable ring signature by which a signer can sign only once being anonymous, since a verifier
can link a second signature signed by the same signer. Although this property may have interesting
applications (in particular for e-vote) it does not provide full anonymity (in the sense that it cannot
be repeated). Later their scheme was extended to threshold ring signature with a complexity in
O(N), but again, only a linkable ring signature which does not correspond to original researched
feature of [20] and [5], a fully anonymous scheme.

3 Notation and backround on coding theory and Stern’s signature scheme

3.1 Permutation notation

We first introduce two notions of block permutation that we will use in our protocol. Consider
n and N two integers.



Definition 31 A constant n-block permutation X on N blocks is a permutation by block which
permutes together N blocks of length n block by block. Each block being treated as a unique position
as for usual permutations.

A more general type of permutation is the n-block permutation 3 on N blocks

Definition 32 A n-block permutation X on N blocks is a permutation which satisfies that the
permutation of a block of length n among N blocks is exactly included in a block of length n.

A constant n-block permutation is a particular n-block permutation in which the blocks are
permuted as such. For instance the permutation (6,5,4,3,2,1) is 2-block permutation on 3 blocks
and the permutation (3,4,5,6,1,2) is a constant 2-block permutation on 3 blocks since the order
on each block ((1,2),(3,4) and (5,6)) is preserved in the block permutation.

The notion of product permutation is then straightforward. Let us define o, a family of N
permutations (o1,...,0n) of {1,...,n} on n positions and X' a constant n-block permutation on
N blocks defined on {1,..., N}. We consider a vector v of size nIN of the form :

V= (V1,02 « -+, Upy Unt1y- -+ Untns V2ntls -« - s UnN)s

we denote Vj the first n coordinates of v and V5 the n following coordinates and so on, to obtain:
v=(V1,Va,...,Vn). We can then define a n-block permutation on N blocks, Il = ¥ oo as

H(w) = Y oo(w) = (1(Weq)s - -, on(Wxw))) = Z(01(Wh), -+, on(Wh)).

3.2 Difficult problems in coding theory

Let us recall recall that a linear binary code C of length n and dimension k, is a vector subspace
of of dimension k of GF(2)". The weight of an element x of GF(2)" is the number of non zero
coordinates of x. The minimum distance of a linear code is the minimum weight of any non-zero
vector of the code. For any code one can define the scalar product z.y = > 1 | x;y;. A generator
matrix G of a code is a generator basis of a code, the dual of code C' is defined by CP? = {y €
GF(2)"|z.y = 0,Vx € C}. Usually a generator matrix of the dual of a code C' is denoted by H.
Remark that ¢ € C <=> Ha! = 0. For z € GF(2)", the value Ha! is called the syndrome of z for
H.

The usual hard problem considered in coding theory is the following Syndrome Decoding (SD)
problem, proven NP-complete in [3] in 1978.

Problem:(SD) Syndrome decoding of a random code:

Instance: A n — k x n random matrix H over GF(2), a non null target vector y € GF(2)"*)
and an integer w.

Question: Is there x € GF(2)" of weight < w, such that Ha! = y* ?

This problem was used by Stern for his protocol [24], but in fact a few years later a variation
on this problem called the Minimum Distance (MD) problem was also proven NP-complete in [27]:

Problem: (MD) Minimum Distance:

Instance: A binary n — k X n matrix H and an integer w > 0.

Question: Is there a non zero x € GF(2)" of weight < w, such that Hz! =0 ?

It was remarked in [12] that this problem could also be used with Stern’s scheme, the proof
works exactly the same. Notice that the practical difficulty of both SD and MD problems are the



same: the difficulty of finding a word of small weight in a random code. The associated intractable
assumptions associated to these problems are denoted by SD assumption and MD assumption,
see [25] for a precise formal definition of the SD assumption related to the SD problem.

3.3 Stern’s authentication scheme

This scheme was developed in 1993 (see [24]). It provides a zero-knowledge authentication
scheme, not based on number theory problems. Let h be a hash function. Given a public random
matrix H of size (n — k) x n over Fo. Each user receives a secret key s of n bits and of weight w. A
user’s public identifier is the secret’s key syndrome i;, = Hs'. It is calculated once in the lifetime
of H. It can thus be used by several future identifications. Let us suppose that L wants to prove to
V that he is indeed the person corresponding to the public identifier i;. L has his own private key
s, such that the public identifier is its syndrome i, = Hs’ .

Our two protagonists run the following protocol :

1. [Commitment Step] L randomly chooses y € F" and a permutation o of
{1,2,...,n}. Then L sends to V the commitments c1, c2 and cs such that :

a1 = h(o|Hy'); c2 =h(o(y)); cs =h(o(y @ s))

where h(a|b) denotes the hash of the concatenation of the sequences a and b.
[Challenge Step] V sends b € {0,1,2} to L.
[Answer Step] Three possibilities :
— if b=0: L reveals y and o.
— if b=1: L reveals (y ® s) and o.
— if b=2: L reveals o(y) and o(s).
4. [Verification Step] Three possibilities :
— if b=0: V verifies that ci1, c2 have been honestly calculated.
— if b=1: V verifies that ci1, c3 have been honestly calculated.
— if b = 2 : V verifies that c2, cs have been honestly calculated, and that the
weight of o(s) is w.
5. Iterate the steps 1,2,3,4 until the expected security level is reached.

W

Fig. 1. Stern’s protocol

Remark 1 During the fourth Step, when b equals 1, it can be noticed that Hy! derives directly
from H(y @ s)* since we have:

Hyl =Hy®s) @is=Hy®s) @ Hs" .

It is proven in [24] that this scheme is a zero-knowledge Fiat-Shamir like scheme with a proba-
bility of cheating in 2/3 (rather than in 1/2 for Fiat-Shamir).

Remark 2 In [12] the authors propose a variation on the scheme by taking the secret key to
be a small word of the code associated to H. The Minimum Distance problem MD, defined in
the previous section. This results in exactly the same protocol except that, as the secret key is a
codeword, the public key (i.e. the secret key’s syndrome) is not the matrix H and the syndrome
but only the matrix H. The protocol remains zero-knowledge with the same feature. The problem
of finding a small weight codeword in a code has the same type of complexity that the syndrome
decoding problem (and is also NP-complete). The only drawback of this point of view is that it
relates the secret key with the matrix H but in our case we will be able to take advantage of that.



4 Owur Threshold Ring Signature Scheme

In this section, we describe a new efficient threshold ring identification scheme based on coding
theory. This scheme is a generalization of Stern’s scheme. Furthermore, by applying the Fiat-Shamir
heuristics [11] to our threshold ring identification scheme, we immediately get a t-out-of-N threshold
ring signature which size is in O(V).

4.1 High-level overview

Consider a ring of N members (Pj,---, Py) and among them ¢ users who want to prove that
they have been cooperating to produce a ring signature. Each user P; computes a public matrix H;
of (n— k) x n bits. A user’s public key consists of the public matrix H; and an integer w (common
to all public keys). The associated secret key is s; a word of weight w of the code C; associated to
the dual of H;.

The general idea of our protocol is that each of the ¢ signers performs by himself an instance of
Stern’s scheme using matrix H; and a null syndrome as parameters (as in the scheme’s variation
proposed in [12]). The results are collected by a leader L among the signers in order to form, with
the addition of the simulation of the N — ¢ non-signers, a new interactive Stern protocol with the
verifier V. The master public matrix H is created as the direct sum of the ring members’ public
matrices. Eventually, the prover P, formed by the set of ¢ signers among N (see Fig 2 ), proves
(by a slightly modified Stern’s scheme - one adds a condition on the form of the permutation) to
the verifier V' that he knows a codeword s of weight tw with a particular structure:s has a null
syndrome for H and a special form on its NV blocks of length n: each block of length has weight 0
or w. In fact this particular type of word can only be obtained by a cooperation processus between
t members of the ring. Eventually the complexity is hence the cost of N times the cost of a Stern
authentication for a single prover (the multiplication factor obtained on the length of the matrix
H used in the protocol) and this for any value of t.

Verifier

Prover

Fig. 2. Threshold ring signature scheme in the case where the t signers are Pi,--- , P, and the leader L = P, for a
group of N members.



Besides the combination of two Stern protocols (one done individually by each signer P; with
the leader, and one slightly modified done by the leader with the verifier), our scheme relies on the
three following main ideas:

1. The master public key H is obtained as the direct sum of all the public matrices H; of each
of the NV users.

2. Indistinguashability among the members of the ring is obtained first, by taking a common
syndrome value for all the members of the ring: the null syndrome, and second, by taking secret
keys s; with the same weight w (public value) associated to public matrices H;.

3. Permutation constraint: a constraint is added in Stern’s scheme on the type of permutation
used: instead of using a permutation of size Nn we use a n-block permutation on N blocks, which
guarantees that the prover knows a word with a special structure, which can only be obtained by
the interaction of ¢ signers.

4.2 Setup

The Setup algorithm is run to obtain the values of the parameters [, n, k,t, w. [ is the security
parameter, n and n — k the matrix parameters, w the weight of the secret key s;, t the number of
signers. This algorithm also creates a public database py,,,pk,, (here matrices H;). remark that
parameters:n, k and w are fixed once for all, and that any new user knowing these public parameters
can join the ring. The parameter ¢ has just to be precised at the beginning of the protocol.

The matrices H; are constructed in the following way: choose s; a random vector of weight w,
generate k — 1 random vectors and consider the code C; obtained by these k words (the operation
can be reiterated until the dimension is exactly k). The matrix H; is then a (n — k) X n generator
matrix of the dual code of C;. Remark that this construction lead to a rather large public matrix
H;, we will consider in Section 7, an intersting variation of the construction.

4.3 Make-GPK

Each user owns a (n — k) X n-matrix H; (public) and a n-vector s; (secret) of small weight w
(public) such that

H;s! = 0.

The problem of finding s of weight w is a MD problem defined earlier. The ¢ signers choose a leader
L among them which sends a set of public matrices Hq,--- , Hy.

Remark: in order to simplify the description of the protocol (and to avoid double indexes),
we consider in the following that the ¢ signers correspond to the first ¢ matrices H; (1 < i < t)
(although more generally their order can be considered random in {1,.., N} since the order depends
of the order of the N matrices sent by the leader.

Construction of a public key for the ring
The RPK (Ring Public Key) is contructed by considering, the matrix H described as follow:



H 0 0---0
0 H, 0 --- 0

0 0 0 ---Hy
H,w and H;,Vi € {1;...; N} are public. The s;,Vi € {1;...; N} are private.

4.4 Commitment-Challenge-Answer and Verification steps

We now describe formally our scheme.

The leader L collects the comitments given from the ¢ — 1 other signers, simulates the N — ¢
non-signers and chooses a random constant n-block permutation 3’ on N blocks. From all these
comitments L creates the master comitments C,Cy and C3 which are sent to the verifier V', who
answers by giving a challenge b in {0,1,2}. Then L sends the challenge to each of the other ¢t — 1
signers and collects their answers to create a global answer for V. Upon reception of the global
answer, V verifies that it is correct by checking the comitments as in the regular Stern’s scheme.

All the details of the protocol are given in Fig. 3. Recall that in the description of the proto-
col, in order to avoid complex double indexes in the description we considered that the t signers
corresponded to the first t matrices H;.

5 Security

5.1 Our Security model

The security of our protocol relies on two notions of unforgeability and anonymity secure under
the Mininum Distance problem assumption in the random oracle model.

To prove the first notion we prove that our protocol is an Honest-Verifier Zero-Knowledge
(HZVZK) Proof of Knowledge. It has been proven in [11] that every HVZK protocol can be turned
into a signature scheme by setting the challenge to the hash value of the comitment together with
the message to be signed. Such a scheme has been proven secure against existential forgery under
adaptatively chosen message attack in the random oracle model in [19].

The second notion of anonymity for our scheme in a threshold context is defined as follows:

Definition 51 (Threshold ring signature anonymity) Let R = {Ry(-,-)} be a family of thresh-
old ring signature schemes.

We note SIG «— S(G,M,Ry) a random choice among the signatures of a t user group G
concerning a message M using the ring signature scheme Ry.

R is said to be anonymous if for any ¢ > 0, there is a K such that for any k > K, any two
different subgroups G1,Go of t users, any message M and any polynomial-size probabilistic circuit

family C = {Cy(-,-)},
PT(Ck(SIG, Gl,GQ,P(k)) = G’SIG — S(G,M, Rk))) < 1/2 + k™€

G being randomly chosen among {G1, G2}, and P(k) being the set of all the public information
about the ring signature scheme.



1. [Commitment Step]
— Each of the signers chooses y; € F3 randomly and a random permutation o; of
{1,2,...,n} and sends to L the commitments c1,;,c2,; and cs,; such that :

cri = h(oi|Hiys); cai = h(oi(yi)); csi = h(oi(yi @ s1))

where h(ai]---|a;) denotes the hash of the concatenation of the sequence formed by
a, -, a;.
— L chooses N — ¢t random y; € F" and N — ¢t random permutations o; of {1,2,...,n}

— L fixes the secret s; of the N — ¢ missing users at 0 and computes the N — ¢
corresponding commitments by choosing random y; and o; (t+1<i < N).

— L chooses a random constant n-block permutation X on N blocks {1,--- ,N} in
order to obtain the master commitments:

Cl = h(2‘61,1| e |617N),Cz = h(E(CQJ, e ,627]\7)),03 = h(E(C;;’l, .. .,Cg’N)).

— L sends C1,C3 and Cs5 to V.
2. [Challenge Step] V sends a challenge b € {0,1,2} to L which sends b to the ¢ signers.
3. [Answer Step] Let P; be one of the ¢ signers. The first part of the step is between each
signer and L.
— Three possibilities :
e if b=0: P, reveals y; and ;.
e ifb=1: P; reveals (y; ® s;) (denoted by (y @ s);) and o;.
e if b=2: P; reveals 0;(y;) (denoted by (o(y)):) and o;(s;) (denoted by (o (s)):).
— L simulates the N — t others Stern’s protocol with s; =0 and t +1 <i < N.
— L computes the answer for V' (and sends it) :
e if b=0: L constructs y = (y1, -+ ,y~n) and IT = Y oo (for o = (o1, -+ ,0n))
and reveals y and I1.
e ifb=1:L constructs y®s = ((y P s)1,--+, (y® s)n) and reveals y B s and II.
e if b=2: L constructs I1(y) and II(s) reveals them.
4. [Verification Step] Three possibilities :
— if b=0: V verifies that II(s) is a n-block permutation and that Ci,C2 have been
honestly calculated.
— if b=1:V verifies that II(s) is a n-block permutation and that Ci,Cs have been
honestly calculated.
— if b =2 : V verifies that C3, Cs have been honestly calculated, and that the weight
of I1(s) is tw and that II(s) is formed of N blocks of length n and of weight w or 0.
5. Iterate the steps 1,2,3,4 until the expected security level is reached.

Fig. 3. Generalized Stern’s protocol

5.2 Security of our scheme

We first prove that our scheme is HVZK with a probability of cheating of 2/3. We begin by a
simple lemma.

Lemma 1. Finding a vector v of length nIN such that the global weight of v is tw, the weight of v
for each of the N blocks of length n is 0 or w and such that v has a null syndrome for H, is hard
under the MD assumption.

Proof:The particular structure of H (direct sum of the H; of same length n) implies that finding
such a n-block vector of length n/N is exactly equivalent to finding a solution for the local hard
problem of finding s; of weight w such that Hisﬁ = 0, which is not possible under our assumption.

O



Theorem 1. Our scheme is a proof of knowledge, with a probability of cheating 2/3, that the group
of signers P knows a vector v of length nIN such that the global weight of v is tw, the weight of
v for each of the N blocks of length n is 0 or w and such that v has a null syndrome for H. The
scheme is secure under the MD assumption in the random oracle model.

Proof:(sketch) We need to prove the usual three properties of completeness, soundness and zero-
knowledge. The property of completeness is straightforward since for instance for b = 0, the knowl-
edge of y and II permits to recover X, o; and the y; so that it is possible for the verifier to recover
all the ¢; and hence the master comitment C4, the same for Cy. The cases b = 1 and b = 2 works
the same. The proof for the soundness and zero-knowledge follow the original proof of Stern in [25]
for the problem defined in the previous lemma, by remarking that the structure of our generalized
protocol is copied on the original structure of the protocol with X in Fig.3 as ¢ in Fig.1, and with
the fact that one checks in the answers b = 0 and b = 1 in the protocol that the permutation II is
an n-block permutation on N blocks. O

Remark: It is also not possible to have information leaked between signers during the protocol
since each signer only gives information to L (for instance) as in a regular Stern’s scheme which is
zero-knowledge.

Now we consider anonymity of our protocol, the idea of the proof is that if an adversary has
the possibility to get more information on who is a signer among the N potential signers or who is
not, it would mean in our case that the adversary is able to know with a better probability than
2/3 that a block s; of s = (s1,-- -, sn) of size n among the N such blocks associated to the created
common secret s is completely zero or not. But since we saw that our protocol was zero-knowledge
based on a light modification of the Stern protocol, it would mean that the adversary is able to get
information on the secret s during the interaction between L and V', which is not possible since the
protocol is zero-knowledge. Formally we obtain:

Theorem 2. Our protocol satisfies the treshold ring signature anonymity.

Proof:Suppose that for a given M, a given ¢ > 0 and two given subgroups G1,G9 of t users there
is a family of circuits C' = {Ck(-,-)} such that for any K there is a k > K such that

Pr(Cy(SIG, Gy,Ga, P(k)) = G|SIG — S(G, M, Ry))) > 1/2 + k.

Consider a user P; € G; such that U ¢ G2 (such a user exists as the groups are different), and
the following circuit: - Whenever the circuit Cy outputs G1: output that the i-th (out of N) block
of size n of the secret s associated to the matrix H is not null. - Whenever the circuit C}, outputs
Go: output that the i-th (out of N) block of size n of the secret s associated to the matrix H is
null. Such a circuit guesses with non-negligible advantage whether a part of the secret s associated
to the ring key matrix H is null or not, and therefore breaks the zero-knowledge property of the
protocol. the family of circuits C' = {Ck(+,-)} O

5.3 Practical Security of Stern’s Scheme from [24]
The security of Stern’s Scheme relies on three properties of random linear codes:
1. Random linear codes satisfy a Gilbert-Varshamov type lower bound [16],

2. For large n almost all linear codes lie over the Gilbert-Varshamov bound [18],
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3. Solving the syndrome decoding problem for random codes is NP-complete [3].
In practice Stern proposed in [24] to use rate 1/2 codes and w just below the Gilbert-Varshamov
bound associated to the code. For such code the exponential cost of the best known attack [6] is in

~ O(n) (Swl)a which gives a code with today security (28°) of n = 634 and rate 1/2 and w = 69.

6 An interesting variation of the scheme based on double-circulant matrices

In Section 5 we described a way to create the public matrices H;, this method as in the original
Stern’s paper, leads to a large size of the public keys H; in n?/2 bits. It was recently proposed in
[12], to use double-circulant random matrices rather than pure random matrice for such matrices.
A double circulant matrix is a matrix of the form H; = (I|C) for C' a random n/2 x n/2 cyclic
matrix and [ the identity matrix. Following this idea one can construct the matrices H; as follows:
consider s; = (alb) where a and b are random vectors of length n/2 and weight ~ w/2, then consider
the matrix (A|B) obtained for A and B square (n/2 x n/2) matrices obtained by the n/2 cyclic
shifts of a and b (each row of A is a shift of the previous row, begining with first row a or b).

Now consider the code G; generated by the matrix (A|B), the matrix H; can then be taken as
H,; = (I|C) such that H; is a dual matrix of G; and C'is cyclic since A and B are cyclic, and hence
can be described with only its first row). It is explained in [12] that this construction does not
decrease the difficulty of the decoding but clearly decrease dramatically the size of the description
of H;: n/2 bits against n?/2.

It is then possible to define a new problem:

Problem: (MD-DC) Minimum Distance of Double circulant codes:

Instance: A binary n/2 x n double circulant matrix H and an integer w > 0.

Question: Is there a non zero x € GF(2)" of weight < w, such that Hx! =0 ?

It is not known whether this problem is NP-complete or not, but the problem is probably as
hard as the M D problem, and on practical point of view (see [12] for details) the practical security
is almost the same for best known attack that the MD problem. Practicly the author of [12] propose
n = 347.

Now all the proof of security we considered in this paper can also be adpated to the MD-DC
problem, since for the generalized Stern protocol we introduced we can take any kind of H; with
the same type of problem: knowing a small weight vector associated to H; (in fact only the problem
assumption changes).

7 Length and Complexity

In this section examine the complexity of our protocol and compare it to other protocol.

7.1 The caset =1

This case corresponds to the case of classical ring signature scheme, our scheme is then not so
attractive in term of length of signature since we are in N but more precisely in ~ 20ko x N (for
20ko the cost of one Stern signature), meanwhile since the Stern protocol is fast in term of speed
our protocol is faster that all others protocols for N = 2 or 3 which may have some applications.
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7.2  The general case

Signature length

It is straight forward to see that the signature length of our protocol is in O(N'), more precisely
in &~ 20ko x N , for 20ko the length of one signature by the Fiat-Shamir paradigm applied to the
Stern scheme ( a security of 2780 is obtained by 140 repetitions od the protocol). For instance
consider a particular example with N = 100 and ¢ = 50, we obtain a 2M o signature length, which
is quite large, but still tractable. Of course other number theory based protocols like [4] or [15] have
shorter signture lengths (in 8Ko or 25Ko) but are slower.

Public key size
If we use the double-circulant construction described in Section 6, we obtain, a public key size
in 347N which has a factor 2 or 3 better than [15] and of same order than [4].

Complexity of the protocol

The cost of the protocol is N times the cost of one Stern signature protocol hence in O(N),
(more precisely in 140n?N operations) and this for any t. When all other fully anonymous thresh-
old ring signature protocol have a complexity in O(tN) operations (multiplications or modular
exponentiations in large integer rings, or pairings). Hence on that particular point our algorithm is
faster than other protocols.

8 Conclusion

In this paper we presented a new (fully anonymous) t-out-of-N threshold ring signature scheme
based on coding theory. Our protocol is a very natural generalization ot the Stern authentication
scheme and our proof is based on the original proof of Stern. We showed that the notion of weight
of vector particularly went well in the context of ring signature since the notion of ad hoc group
corresponds well to the notion of direct sum of generator matrices and is compatible with the notion
of sum of vector of small weight. Eventually we obtain a fully anonymous protocol based on a proof
of knowledge in the random oracle model. Our protocol is the first non-generic protocol based on
coding theory and (as usual for code based protocol) is very fast compared to other number theory
based protocols

Moreover the protocol we described can also be easily generalized to the case of general access
scenario. Eventually the fact that our construction is not based on number theory but on coding
theory may represent an interesting alternative. We hope this work will enhance the potential of
coding theory in public key cryptography.
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